In the field of real-time flow measurement for high-speed network, the performance of real-time IP packet flow match algorithm determines the performance of the measurement to a large extent [1] . By analyzing the Hash function, a real-time IP packet flow match algorithm RFMA-HT based on two-layer XOR Hash and TCAM is put forward. Test results show that the RFMA-HT algorithm can meet the real-time performance of flow match in high-speed network and can greatly reduce the conflict rate in the meantime.
O (1) by mapping a binary value to another binary value called hash value which has shorter length. It is called conflict if f (a) = f (b) after performing hash operation h = f (x) to the binary values a and b (a ≠ b) [4] .
Under certain constraint of timeout policy, a set of IP packets with the same IP packet head is called an IP flow. Each IP packet head (source address, destination address, source port, destination port, protocol number) has a total length of 104 bits. Considering that the type of IP packet protocol is limited and more than 99% packets are TCP and UDP packets, we commonly do not perform hash operation on protocol number which accounts for 8 bits. Therefore, only the source address, destination address, source port and destination port of the IP packet are involved in the hash operation.
When each IP packet arrives, hash function can convert the 96-bit IP head to an a-bit hash value as the ID of this IP packet. So it can achieve query match of a-bit address lines with time complexity O(1). However, there must be conflicts in this hash function, which means two different flows have the same a-bit address so that they enter the same spatial region of the memory. In order to achieve the query match with time complexity of O (1) , we must open up the second layer of storage space and operate the second hash function for the IP packets that cannot enter the first layer of storage space because of conflicts. But there are still conflicts in the second layer of storage space, so multiple layers of storage space may are required to reduce the number of conflicting IP packets. No matter how many times hash function there are, we cannot guarantee 0% conflict rate in theory. But the number of IP packets that conflict after many times of hash operation is very few, so we can use TCAM device whose time complexity is O(1) to complete the query match [3] .
Through the above analysis, we can obtain that hash function is operated at least once to each IP packet. Therefore, the complexity of the hash operation itself should be as low as possible. In order to reduce the number of hash operations and compare operations, we should minimize the conflict rate of hash function.
Hash function selection
Hash function has to meet the certain conditions. (1) In order to reduce the conflict rate of match algorithm, we must choose a hash function that has high degree of randomness. (2) In order to improve the match instantaneity, we have to select a low-complexity algorithm to realize the hash function, such as simple bit operations including Non-operation, and operation, or operation and XOR operation. In order to measure the conflict rate of the algorithm, the concept of random degree of hash function is adopted in this paper [5] . A certain bit x of IP packet can be 0 or 1 in random. Assuming the probability of being 1 is p, then the entropy of is defined as
When p = 1/2, H(x) reaches the maximum value H max (x) = 1. The degree of randomness of x is defined as
After calculation, XOR operation can improve the degree of randomness of hash function. To verify the calculation results, we carried out an experiment in which we perform XOR operation to the destination port and the source port of the IP packets collected from the Equinix-Chicago link [6] . It is shown from Fig.1 and Fig.2 that the probability of each bit of the destination port and the source port being 1 fluctuate with the bit and the randomness is relatively low. After the XOR operation, the probability of each bit being 1 fluctuates slightly at 1/2 and the randomness of each bit fluctuates slightly at 1, which indicates the randomness of the data is greatly improved. Since the randomness of the port number is particularly poor in some locations, XOR operation once cannot Inquire the space corresponding to h1 in flow record space 1
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The packet head is matched in TCAM device We extract 104-bit IP packet head of the collected IP packets and perform the first hash operation to the specific 96 bits and obtain a 24-bit hash value. This hash value is matched in the first flow record space. If there is a conflict in the process of matching, we perform the second hash function to the IP packet head to obtain a 16-bit hash value, which is matched in the second flow record space. If there are still conflicts after these hash operations, the IP packet head will be matched through the TCAM device.
Implementation of RFMA-HT
In RFMA-HT algorithm, we conduct xor hash operation to the source address, destination address, source port and destination port that extracted from the IP packet head and obtain the hash value. The hash value is matched in the flow record space as an address: check whether there is a flow in the address corresponding to the hash value. If not, the IP packet head information is recorded. If there is a flow, compare the information of this flow and the IP packet. If they are equal, update the flow information. If not, it indicates that there is a conflict. Then conduct the second hash operation. The remaining conflicting IP packets are matched in the TCAM device by IP packet head directly(Shown in Fig 4) .
Feasibility analysis of the algorithm
IP packets need to match the flow by and operations, xor operations, shift operations, add operations, and compare operations. Some IP packets also need to be matched by TCAM devices. Although multiple operations are required for each IP packet, it is only one clock cycle per IP packet to complete the real-time flow match with parallel pipelining. The overall time complexity of the RFMA-HT algorithm is O (1) .
In the 40 Gbit/s fiber backbone link at full load, it takes 8ns to process the IP packet with the shortest packet length of 40 bytes. The RFMA-HT algorithm can meet the match need in the fiber backbone network as long as the memory frequency up to 125MHz. At present the SRAM memory frequency has generally reached more than 200MHz. In addition, the RFMA-HT algorithm reduces the time complexity by increasing the space complexity, and the required large-capacity memory space can be obtained by multiple memory cascades.
Experiment and test results
The basic parameters of the experimental data are shown in Table 1 . The test results are shown in Table 2 . It can be seen from Table 2 that RFMA-HT identifies all the IP packets and match all 22374606 IPv4 packets into 954374 flows. The numbers of the flow and IP packet matched in the first flow record space take proportion of 95.73% and 98.54% respectively. The proportions are 3.20% and 1.11% respectively in the second flow record space. They are 1.07% and 0.36% respectively in the third flow record space. The first hash function has matched more than 98% of the IP packet, which means the conflict rate is relatively low. Since the bit of the hash value in the second hash function is shorter than that in the first hash function, the conflict rate in the second hash function is relatively high. However, the number of IP packet that needs to be matched in the second hash function is so small that it has little impact on the overall conflict rate.
Conclusions
This paper put forward the RFMA-HT algorithm directing at IP packet flow match. Test results show that the RFMA-HT algorithm has lower computational complexity and lower conflict rate, which can meet the requirements for IP packet real-time flow matching in optical fiber backbone network.
